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introduction

This report is provided for informational purposes only. The information and recommendations are general in nature and may not
be applicable to your organization or business. The issuing organization accepts no liability for any reliance on this report.

sirar by stc is a cutting-edge cybersecurity provider that empowers
organizations to take control of their cyber and digital capabilities. sirar is
established by stc as a leading expert in cybersecurity, privacy, and resilience by
offering a comprehensive range of solutions that support in managing digital
risks effectively, aligning and sustaining compliance with relevant laws and
regulations, and enabling a safe digital transformation.

As the region's top Information and Communication Technology (ICT) and digital
services provider, sirar aligns its strateqgic objectives with its clients’ secure
digitization journeys.
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Mission

Develop world-class cyber solutions
and capabilities to enable secure
clients’ digitization journeys.

Values

= Dynamism = Drive

= Devotion

Vision
Number 1 cybersecurity

enabler for the digital
economy.
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executive
summary

The past couple of years have witnessed rapid digital technologies evolution, which
created numerous business opportunities that enable organizations to keep pace with
the changing digital ecosystems. As for the cybersecurity landscape, it was affected by
this evolution where it has reached a turning point making detecting and blocking
attacks at perimeters or endpoint, inefficient to overcome security risks associated with
evolving digital technologies.

During 2025, most impactful attacks operated through legitimate identities, trusted
integrations, and authorized access paths; since appearing legitimate does not require
adversaries to defeat defenses. The adversaries’ average breakout time, which is the
time between initial access to lateral movement, decreased dramatically to merely 29
minutes compared to 48 minutes in 2024.

Additionally, utilization of Artificial Intelligence (Al) had an impact on the cybersecurity
landscape. Some cases revealed that Al-assisted malwares generate new variants every
16 seconds during execution. This new operational reality revealed the gapsin
traditional detection and response efforts, where adversaries can blend in and inherit
trust without the need for defeating defenses.

As part of sirar's continuous efforts, sirar identified a notable shift in adversaries'
tactics and techniques, with attacks increasingly relying on stolen credentials, session
tokens, trusted access relationships, and third-party weaknesses.
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executive
summary

Key Takeaways:

= The adoption of cloud, identity
federation, and Al has reshaped
organizations’ architecture, which in
turn introduce new attack surfaces.

= Adversaries have shifted their
focus from penetrating defenses
to exploiting trusted digital
relationships.

Government Cloud
Adoption Objective

2023 2025 2030

= Organizational risks
transitioned from traditional
infrastructure to identity and
access layers.

= Al-assisted attacks have
empowered adversaries’ operations
and timelines, enabling them to
scale at machine speed.

407

Speed improvement for
adversaries composing phishing
emails with the assist of Al

937%

Increase of Supply Chain
attacks compared to 2024.
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